Red Hat .
Summit

Connect

Kompleksowa ochrona
danych dla rozwigzan Red Hat

Pawet Mgaczka

Storware Sp. z o.0.
e: p.maczka@storware.eu
t: +48 730 602 659

& RedHat | intel




Kim jestesmy?

% o
© == Aplikacje
System klasy enterprise do kompleksowego zabezpieczenia danych. §
h \
Storware zapewnia petng ochrone danych dla maszyn wirtualnych, O e Chmura
kontenerdw, srodowisk chmurowych, pamieci masowej, stacji ; —
roboczych i Microsoft 365. - vl Kontenery
o
-}
v L Laptopy / Desktopy
- -
og=d
n
@ (© Storage
L =
S
c
- ——
S I Fizyczna Infrastruktura
)
O .
O (=3 Maszyny Wirtualne
#backupmonster E SIS

Eager to protect data

& RedHat | intel



Zautali nam juz klienci w najdalszych zakatkach swiatal

@ 142 kraje

~ "4

W >3500 klientow
r

.
*a

1 Rozwigzanie

>150 partneréw biznesowych

X

& RedHat | intel



Globalne kontrakty OEMs
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IBM Storage portfolio — Storware jest dostepny
przez passport advantage

g MIERD * & caTALOGIC

y 4
Micro Focus Data Protector for Cloud Workloads Catalogic Software DPX vPlus

& RedHat | intel




Magic Quadrant

Figure 1: Magic Quadrant for Enterprise Backup and Recovery Software Solutions
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Sjolelclordgloliel Open Virtualization Pro
Red Hat

professional community

OpenVirtudlization Pro i Redriet AN WEBINAR OpenVirtualization.Pro to portal skupiony na budowaniu spotecznosci
. profesjonalistow. Nasz cel to dzielenie sie wiedzga, doswiadczeniem i
Ansible nowinkami ze Swiata technologii open source.
- Loops, Conditional Statements
and Handlers Koncentrujemy sie na zagadnieniach zwigzanych z wirtualizacja,
JUNE 22% 2022 konteneryzacjg oraz automatyzacja. Wraz ze specjalistami z danej branzy,

3:00 PM CEST (9:00 AM EST) . . . . . . . .
portal OpenVirtualization.Pro, organizuje webinary oraz seminaria.

Portal OVP to takze miejsce publikacji artykutdw o nowosciach
' Chisf Software Architect technologicznych. Artykuty sag pisane przez ekspertow reprezentujacych
| s najwieksze firmy z dziedziny open source.
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Nasza wizja — Prosta, kompleksowa ochrona infrastruktury

O\Q'.
Wspodlny sposdb zarzgdzania
niezalezny od platformy
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File system (local, iSCSI, SMB)

Dell EMC Data Domain Boost Filesystem (BoostFS), DD Boost
HPE StorOnce, Quantum DXi, ExaGrid, Catalogic DPX
Virtual Data Optimizer (VDO), GlusterFS, CephFS
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Data Protector
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Skalowalnos¢ z uzyciem wielu weztow transferujgcych dane

| |

& RedHat

OpenStack
Platform

1 |

& RedHat
OpenShift

& RedHat
Virtualization

NODE 1

NODE 2

NODE 3

SERVER

SKALOWALNOSC HORYZONTALNA
poprzez uzycie wiekszej liczby weztow
SKALOWALNOSC WERTYKALNA

poprzez zwiekszenie ilosci zasobow na wezle
DYSTRYBUCJA OBCIAZENIA ZADANIAMI

gdy wezty wspoétdzielg ze sobg konfiguracje — uzyty zostanie wezet
z najmniejszg liczba zadan

» Storware Backup & Recovery Node - data mover - wykonuje zdania:
backup/odtworzenie/montowanie

» Storware Backup & Recovery Server - centralny punkt rozwigzania -
umozliwia zarzadzanie poprzez interfejs webowy, CLI lub API, przechowuje
wszystkie metadane kopii zapasowych i catos¢ konfiguracji
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Storware jest wyborem

numer 1dla ekosystemu
Red Hat

Red Hat
OpenShift

& RedHat
Ceph Storage

KSTO( ware IN FUTURE:
OpenShift

v Virtualization

Red Hat
OpenStack
Platform

RedHat
Virtualization
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Wydarzenia i inwestycje

18.02.2016 - KVM (full backup only)
16.05.2016 - Red Hat Enterprise Virtualization, Openstack Swift object storage support (backup destination)
31.05.2017 - File-level restore with mountable backups (RHV)

06.11.2017 - RHV/oVirt - include/exclude VMs automatically to/from groups using set of regular expressions or tags

22.12.2017 - File-level restore for KVM (stand-alone), quiesced-snapshot file system freeze before snapshot (RHV/oVirt) option on VM level

01.03.2018 - KVM (stand-alone) - disk exclusion
06.04.2018 - RHV/oVirt API v4 support - backup without export storage domain, Cluster and storage indexing (RHV/oVirt)

30.05.2018 - RHV/oVirt 4.2+ - Disk Image Transfer backup mode (incremental backup support)
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Wydarzenia i inwestycje

26.07.2018 - RHV/oVirt/KVM - option to set restored VM name, RHV/oVirt optimized snapshot for selected disks only,
KVM - LVM VG scanning (Hypervisor Storage)

30.10.2018 - Snapshot Management - for RHV/KVM,
KVM - incremental backup support, RAW file (.img) VM disk support

28.02.2019 - OpenShift - support for full backup of persistent volumes and deployment configuration

19.06.2019 - RHV/oVirt - new "SSH transfer" export/import mode, OpenStack - full/incremental backup support, penStack - Horizon integration

28.10.2019 - OpenStack - Ceph-based storage support, RHV/oVirt - netcat transfer option, RHV/oVirt - SSH transfer —
restore operation now also over SSH

10.02.2020 - New: OpenStack - disk attachment backup strategy using Cinder

KVM stand-alone - LVM thin-pool support
KVM stand-alone - support for VMs with mixed disk types

KVM stand-alone - Ceph support
oVirt/RHV Backup & Restore Ul integration for vProtect
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Wydarzenia i inwestycje

01.06.2020 - OpenStack - disk attachment with Ceph-based deployments - incremental backups (technical preview)
OpenShift - Ceph-backed PVs support - full and incremental backups with RBD-NBD (technical preview)
OpensShift - pre/post export remote command execution

30.09.2020 - RHV/oVirt - new backup strategy using CBT (using new RHV/oVirt backup APIs, currently in Technical Preview)

28.01.2021 - Storage Provider - Ceph RBD - support for backup/restore/mount of RBD volumes

22.04.2021 - RHV/oVirt - metadata DB backup setup from Hypervisor Manager details pane
RHV/oVirt 4.3+ - Disk Image Transfer now supports direct transfers to/from hypervisors
RHV/oVirt - data compression during transfer with BZIP2 for SSH Transfer

08.07.2022 - RHV/oVirt - Instant restore with live storage migration

RHV/oVirt - Individual VM disk restoration to the specific datastore (per device)

OpenStack - Individual VM disk restoration with a specific 'Volume Type'

OpenStack - Restore with selected Flavor

OpenStack - Support for multiple authentication domains in a single hypervisor manager

OpenStack - Support for key-pair selection during the restore

OpenStack - Support for managing the visibility of Availability Zones in the OpenStack Horizon plugin
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Nowoczesna konsola do zarzadzania

SToruwar

BACKUP AND RECOVERY

olln Dashboard

Virtual Environments

Storage

Cloud

Applications

Endpoints

Reporting

Backup Destinations

Access Management

Settings

Search
Protection Success Rate
LAST 24H
Al VEs Storage Cloud Apps All VEs
[OProtected
Application: 6
Storage: 0
Virtual Machine: 22
Cloud: 122
Activity
AMOUNT OF DATA PROTECTED/RE RED DAILY
I Backup I Restore
6TiB
48TiB
3.6 TiB
24TiB
1.2TiB @ o @ o @
= = = = =
o o o ) o
1 1 1 1 1
0TiB —_— —_— —_— _—
24 Oct 25 Oct 26 Oct 27 Oct 28 Oct 29 Oct 30 Oct 31 Oct 01 Nov 02 Nov

Apps Storage

Data Protected: 1 TB
!
90%

SUCCESS

03 Nov

|~OTIB

04 Nov

Cloud

05 Nov

06 Nov

Staging Space
STAGING UTILIZATION PER NODE
NODE
() cloud
() nodel
License
VALID UNTIL

SUPPORT UNTIL

INSTANCE ID

LOGS ~ MACZKA PAWEL(Q) ¥ LOGOUT EN~¥

Backup Destinations

Total used space 211TiB

DD_applications ~

Used S, 104.21TiB/4.55TiB
sed space 2292.77%

1.47TiB/4.55TiB
Used Space (Deduplicated) === D%

Reduction Ratio 98.59%

Configuration wizard ]

Internal DB Backup @

Not purchased

61f8bc4c-665f-4f8c-bfae-79309f90a542

WORKFLOW EXECUTIONS CONSOLE [217]

®3 918 ®139 @52
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sTorware

BACKUP AND RECOVERY
Dashboard
Virtual Environments
Instances

Infrastructure

Backup SLAs

Snapshot SLAs

Recovery Plans

Mounted Backups

Storage

Applications

Endpoints

X  Filter

STATE

@ Finished

@ Finished

@ Finished

@ Finished

@ Finished

@ Finished

@ Finished

@ Finished

@ Running

15

Search B ® LOGS  MACZKA,PAWEL(Q) ¥ LOGOUT EN~
Virtual Environments @
INSTANCES
X Delete Non-Present
o X
| HVM t i Protected S rtual E mer b8
Items per page 10 - 1-100f28 > >
R _ . . N BACKUP / RESTORE - N _ - N - N
NAME PRESENT HYPERVISOR POLICY STATUS LAST BACKUP DATE LAST BACKUP SIZE (FULL)
STATUS
dev.build . .
v 10.1.200.13 VMware 72.5% 2022-11-05 10:02:20 PM 260.96 MiB (470.00 GiB)
42263b2d-9ddd-09¢7-9094-6e17910134f6
prod.centos.7.ovpn 10120016 \/NMuware a/a 2022-11-0A A:20-17 PM 1600 GiR (16 00 GiR) . 2 ca
WORKFLOW EXECUTIONS CONSOLE [217] @8 @15 @ 142 @ 52 o
Select workflow execution type ¥ Select workflow execution state ¥ Select type v Select state > Select node 4 .>.<. Z<. >.<
TYPE STEP SOURCE ORIGIN BACKUP DESTINATIONS INSTANCE PRIORITY DURATION
_1 00% ® Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines sbr.qa.MM.testlink.PROD 60 0h 23m 17s
—1 00% O] Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines prod.grafana 60 1h 9m 52s
_1 00% ® Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines prod.hole 60 1h 13m 39s
_1 00% ® Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines prod.teamcity.deploy.dev.pkgs.centos.7 60 Oh 59m 39s
o
_1 00% ® Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines prod.teamcity.agent.suse 60 2h 27m9s
_"1 00% O] Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines stor.dc 60 0Oh 52m 23s
o
_1 00% ® Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines stor.tsmlib.dev 60 0Oh 36m 30s
—1 00% ® Backup Finished 10.1.200.17 Weekly Full DD_virtualmachines stor.ps.gtw 60 Oh 38m 14s
o
S —— 5% ® Backup Storing data in the backup destinations 10.1.200.17 Weekly Full DD_virtualmachines dev.build 60
—
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Czemu powinnismy rozwazyc¢ kopie zapasowg dla OpenShift'a?

ODTWORZENIE W PRZYPADKU AWARII

v

Infrastruktura / datacenter / problemy ze sprzetem

v

Btedy w konfiguracji i ludzkie

v

Utrata/zniszczenie danych w poszczegdlnych srodowiskach

v

Katastrofy naturalne

NIE KAZDY KONTENER JEST BEZSTANOWY - uzywamy przeciez Persistent Volumes...
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Co powinienes chroni¢ w swoim OpenShift Container Platform?

» Trwate wolumeny
» Wdrozenia/konfiguracje wdrozehn (metadane)

» Etcd
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CBT (Change Block Tracking)

RHV
manager APl

H (with data export
VM1 over CBT API directly
s s —

from Hypervisor

oVirt < >

LEGEND
Transfer
Management

*Backup Destination and optionally staging (if local disk on Node are not used)

NODE

srorware

BACKUP AND RECOVERY

+—>

SERVER

BACKUP DESTINATION

File system, NFS, deduplication appliances
Obiject storage on-premise or via cloud providers

Enterprise backup providers (Dell EMC, IBM, Micro Focus, Veritas)
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Backup bazy metadanych RHV

Update Hypervisor Manager

Hypervisor Manager Form Clusters

Configure metadata DB backup

URL *
https://olvm-m.storware.local/ovirt-engine/api

Username *

admin@internal

Choose import/export mode

SSH transfer (Full/Incremental)

oVirt (v4) / RHV (v4) / Oracle Linux VM metadata DB backup

NAME

Overview

Policy

Schedule

STATUS

2] (2] 2]
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Integracja z konsolg Red Hat Virtualization

Red Hat Virtualization

Dashboard

Timezone: (UTC) Coordinated Universal Time

Compute

Protection stats Success Rate

VIRTUAL MACHINES LAST 24H
Total data protected: 2 GB

Administratior VMs tasks
E\
VM Backup

Backup Size Activity

_— - G _—

Sortby: Name Size

22
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2 strategie backupu

Direct Transfer from hypervisors (SSH)

» Storware Backup & Recovery node moze by¢ zainstalowany poza srodowiskiem OpenStack
transfer z hostéw KVM lub bezposrednio z monitoréw Ceph

Disk Attachment to proxy VM (vProtect node)

» Storware Backup & Recovery node musi by¢ instancjg w OpenStack’u
Transfer poprzez podpinanie snapshotéw wolumendéw do maszyny Proxy z node

Backup przyrostowy tylko dla srodowisk Ceph (z monitoréw uzyskiwana informacja o zmianach od ostatniego snapshotu)

& RedHat | intel



Strategia Disk-attachment

Storware Backup & Recovery Node zainstalowany
na instancji proxy (jedno proxy na availability zone).

Migawki wolumenéw podpinane do instancji proxy —— ' ”
w celu odczytow/zapisow danych. - NEE
NODE VM
» Bezposredni transfer danych z SAN
» Opcja pomijania dyskow z kopii zapasowych e oo L_J — .
. ="f

» Backup inkrementalny, gdy jest dostep do monitoréw ..
Ceph - w celu pobrania informacji
o zmienionych blokach

» Skalowalnos¢ w obrebie AZ z uzyciem wielu nodow -
ograniczenie do 1 proxy per host

& RedHat | intel



Strategia Disk-attachment — wariant Ceph

—p ‘ . @ceph

VOLUMES CEPH MONITORS

e

Snapshot difference API
(incremental backup)

srorware srorware

BACKUP AND RECOVERY BACKUP AND RECOVERY

openstack

LEGEND

Transfer

Management

26

NODEVM SERVER

v

LOCAL STORAGE
(FILE SYSTEM, NFS, ETC.)

v

BACKUP DESTINATION

File system, NFS, deduplication appliances

= +

Instancja proxy VM z Node
wymage dostepu do monitorow
Ceph

Dane odczytywane lokalnie z dyskow
podpietych przez cinder'a

Obiject storage on-premise or via cloud providers

Enterprise backup providers (Dell EMC, IBM, Micro Focus, Veritas)
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Strategia SSH Transfer

Storware Backup & Recovery Node moze
byc¢ zainstalowany poza srodowiskiem, ale
potrzebny dodatkowy dostep z uzyciem SSH
do hostow KVM (ew. do monitoréw Ceph)

» Opcja pomijania dyskéw z kopii zapasowych

» Kopia przyrostowa, gdy dyski instancji sg oparte
o pliki QCOW2/RAW lub Ceph RBD

» Skalowalnosc¢ z uzyciem wielu weztéw
odczytujacych dane - maks. 1 wezet odczytujacy
dane z pojedynczego hosta

VM1 O.P nnnnnn k APIs
(with data export
I A
— over SSH directly
ymz - from Hypervisor)
ST <+ —»
VMN openstack !

LEGEND
- Transfer
Management

*B:M:Hp Destination and <xpiio'm],y staging (if local disk on Node are not used)

SERVER

Boost Filesystem (BoostFS) *

J
POWER PROTECT DD
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Strategia SSH Transfer — wariant Ceph

RBD export/RBD-NBD

| @ e e sTorware

BACKUP AND RECOVERY

]

1

1

1 VOLUME CEPH MONITORS e B
| TEEETE | /b | T
1

I | | | ]
1

1 _’ -— e e = a— - e e = a—-
1

! ] ] | ]
1 > 44—

! < —

: NODE SERVER

1

1

1

1

-

VM1 ﬁ
1 Openstack APIs

1 )
- _’ = + SSH (hypervisors)

Boost Filesystem (BoostFS)*

S for metadata
VN openstack.
> = "
LEGEND POWER PROTECT DD
Transfer
Management

*Backup Destination and optionally staging (if local disk on Node are not used)
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Integracja z OpenStack Horizon — widoki zawezone do projektu

vProtect / Overview / None

Dashboard

Protection stats

VIRTUAL MACHINES

f:openstack. m testpoject »
Project >
Admin >
Identity >
vProtect v
Overview v
Reporting
Virtual Environments >
Task Console >

Backup Size

. Size

test-4

0 Bytes 1.00GB 200GB 3.00GB 400GB 5.00GB

Sortby: Name Size

600GB 700GB 800GB 9.00GB 10.00GB
Page 1/1

Success Rate

LAST 24H

Activity

10.00GB
9.00 GB
8.00 GB
7.00GB
6.00 GB
5.00GB
4.00GB
3.00GB
2.00GB
1.00GB

0 Bytes

B Gackup I Resiore

& admin v

Total data protected: 0 bytes

) @ ) & &y ) & & ) & ol ) ) ] &l
N W AW W W NET W oW oW AW W W W g W e
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Integracja z OpenStack Horizon — widoki zawezone do projektu

— o
i3 openstack. @ testproject -
Project >
vProtect / Virtual Environments / None
Admin >
dentty » Instances
vProtect v
Overview > Nk  Name
Virtual Environments v
Name ~ Uuid
m test-3
Backup SLAs test-4

Mounted Backups test-4-restored

vprotect
Task Console >
vprotect-server
10 ~ | per page
30

213f1b25-91b6-4b99-bde6-97f7eb8039a7
beed8047-24b1-46bc-a8b8-5016349e48bd
fOb81a25-2196-444c-8ec9-9d6a5237d9bd
354b2a60-cc3c-4522-86a9-a0fb939¢78dc
13d55f3d-27a5-4e37-9596-229baaddbc47

Present

< < < |«

Hypervisor
openstack.stor.lab

openstack.stor.lab

openstack.stor.lab

openstack.stor.lab

Policy

Backup status
No schedule defined
No schedule defined
No schedule defined
No schedule defined

No schedule defined

Last backup date

2021-05-14 09:48:38

& admin v
Last backup size Actions
0 Bytes i

100068 [ i |
Backup

Mount

Restore

1-50f5 @ « 1) of 1
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Storage Providers | Architektura
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Transfer

Management

NODE

SERVER

==

BACKUP DESTINATION
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Case Studies - przyktady
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Red Hat
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Connect

Thank you
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